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1
Decision/action requested

Approve the addition of evaluation to solution 11
2
References

TR 33.813
3
Rationale

1) Addition of Editor’s Note for further clarification of the solution.

2) In the evaluation clause the overhead of the solution in the AMF, base station and the UE need to be considered.
4
Detailed proposal

***********************     Start of Changes      **************************

7.11
Solution #11: Protection of S-NSSAI transmitted in the AS layer using T-S-NSSAI

7.11.1
Introduction

This solution addresses Key Issue #6: Confidentiality protection of NSSAI and home control.

The following solution builds on a similar notion of temporary S-NSSAI (T-S-NSSAI) as in solution #8. The UE obtains the T-S-NSSAI from the AMF in a Registration accept message during the registration procedure as in solution #8. The NG-RAN obtains a list of T-S-NSSAI supported by the PLMN from the AMF in a NG Setup Response during an NG Setup procedure. In this solution, the T-S-NSSAI are generated/maintained per PLMN. The UE transmits requested T-S-NSSAIs as hash values (instead of cleartext T-S-NSSAI) in the AS layer during AS connection establishment. The T-S-NSSAIs hash values are computed using the S-TMSI. The NG-RAN identifies the UE requested slices by matching the UE requested hashed T-S-NSSAIs with the hash values of the T-S-NSSAIs provided by the 5GC.

One of the weakness of any pseudonym-based solution is the need to manage pseudonyms and change them frequently to protect entities from trackability and linkability attacks. The addition of hashing of temporary identifiers allows to minimize the overhead and the complexity of pseudonym changes.

7.11.2
Solution details

The solution shown in Figure 7.11.2-1 illustrates a UE performing an AS connection establishment while transmitting T-S-NSSAIs as hash values in the AS layer. 
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Figure 7.11.2-1 Hashed T-S-NSSAI transmission during AS connection establishment

1-2. The NG-RAN obtains the list of supported T-S-NSSAIs from the AMF (as per TS 38.300 [1], albeit also using T-S-NSSAIs and a random number RAND in addition to S-NSSAIs).  
3. The UE performs an initial Registration procedure with the network. The UE obtains a list of Allowed T-S-NSSAIs and RAND in the Registration Accept message. 
Editor’s Note: Whether AMF sends the RAND to the UE or UE selects the RAND needs clarity. Whether RAND is per AMF or per NSSAAI is needs clarity
4. The UE computes the requested T-S-NSSAIs hash values using its S-TMSI and RAND. The UE transmits the T-S-NSSAIs hash values (instead of cleartext T-S-NSSAIs) in the RRCConnectionSetupComplete message. The UE may also include an indication about the nature of the slice assistance information (i.e. hashed T-S-NSSAI) to assist the NG-RAN distinguish UE capable of NSSAI privacy protection according to Rel-15.
By using S-TMSI, two UEs requesting the same T-S-NSSAI will transmit different T-S-NSSAI hash values. It is assumed that the likelihood of the same S-TMSI being eventually re-allocated to a new UE using the same slice over time is negligible for any practical linkability attack. In addition, the UE will automatically transmit fresh T-S-NSSAI hash values during AS connection establishment after a new S-TMSI has been allocated as per existing procedures. By including RAND as a salt in the T-S-NSSAI hash computation, this solution supports the resistanse to offline dictionary attacks that mounted with the knowledge of S-TMSI.

5. The NG-RAN computes a hash using S-TMSI and RAND for each of the supported T-S-NSSAI received from the AMF. The NG-RAN has obtained T-S-NSSAI, S-NSSAI tuples from step 1 and by matching a T-S-NSSAI hash value from the UE to the hash value of a supported T-S-NSSAI from AMF, NG-RAN is able to obtain the associated S-NSSAI directly from the tuple. When the complete list of requested S-NSSAIs from the UE is determined, the NG-RAN selects the appropriate AMF based on the list of requested S-NSSAIs as per current mechanisms. Matching hash values of T-S-NSSAI from the UE to the hash values of supported T-S-NSSAI from AMF adds moderate complexity to NG-RAN.
Editor’s Note: Clarity needed on what is the NAS content vs RRC content. Whether the solution depends on the hash value in the AS layer or at the NAS layer.
6. The NG-RAN routes the UE initial NAS message to the selected AMF.

NOTE: the NG-RAN may receive at any time an AMF Configuration Update message including an updated list of T-S-NSSAIs (e.g., following an update of the list of S-NSSAIs supported by the PLMN). In this solution, the network needs only to maintain one set of T-S-NSSAI per PLMN, i.e., with direct one-to-one mapping of S-NSSAI to T-S-NSSAI. 

Editor’s Note: it is FFS how Base Stations under one AMF learn Hash Values and route the NAS messages to a particular AMF. This may an impact on the solution evaluation.  

7.11.3
Evaluation

The Solution #11 builds on a similar notion of temporary T-S-NSSAIs as introduced in existing Solution #8. The UE transmits hashed T-S-NSSAI in the AS layer instead of cleartext T-S-NSSAI while alleviating UE privacy/linkability attacks in addition to providing confidentiality protection for NSSAI transmission. 

Solution 11 is an hybrid approach where actions for S-NSSAI privacy protection are performed in both the UE and the network. As such, it can also complement existing Solutions #8 and #10 as it would minimize the need for the network to provision the UE with new S-NSSAI pseudonyms every time an update is required. 

Since T-S-NSSAI and random salt are provisioned and maintained on a per PLMN basis, the solution supports the case where the UE connects with a new gNB (under the same AMF). In an idle mobility scenario, the new gNB computes the T-S-NSSAI hash values the same way as the old gNB that handled the initial registration connection.

*************************  End of Changes   *****************************

